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1. Introduction 
 
1.1. This document 

 

 

This document is the Information Risk Management  Policy of  the University 
Hospitals of Leicester. 
 
UHL is committed to risk management (see Risk Assessment Policy and 
Procedure)1 and risk management of information systems (see the Information 
Security Policy)2. 
 
This policy sets out how information risk will be managed across the 
organisation and with the Trust’s partners. This policy is consistent with the 
NHS Information Risk Management; Good Practice Guideline, which 
incorporates the recommendations of the Cabinet Office Review of Data 
Handling Procedures in Government, which states the requirement for an 
information risk policy. 

 

 
 

1.2. Policy objectives 
 

The Information Risk Management Policy has been created to: 
 

• Protect the Trust, its staff and its patients from information risks where the 
likelihood of occurrence and the consequences are significant; 

• Provide a consistent risk management framework in which information 
risks will be identified, considered and addressed in key approval, review 
and control processes; 

• Encourage pro-active rather than re-active risk management; 
• Provide assistance to and improve the quality of decision making 

throughout the Trust; 
• Meet legal or statutory requirements; and 
• Assist in safeguarding the Trust’s information assets. 

 
1.3. Policy scope 

 

The process of risk management identifies the information assets over which the 
Trust must ensure there are most protection, and the individuals responsible for 
those assets. This policy sets out how risk will be managed and will be of primary 
interest to those identified as information asset owners. 

 

 
 
 
 

1 Risk Assessment Policy and Procedure (B12/2002) 
2 Information Security Policy (A10/2003) 
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It is also relevant to those who engage outsourced or shared information 
services. 

 

 
 

A staff member will find policy on handling information securely in the Information 
Security Policy3 and the Safe Haven Guide. 
 
1.4. Monitoring and review 

 
 

This Policy will be reviewed every three years unless there are changes in 
legislation, standards and/or risk issues are identified which indicate that an 
earlier review is required. 

 
 
 
 

2. Responsibilities 
 
2.1. Senior Information Risk Officer (SIRO) 

 

 

The SIRO takes ownership of the Information Risk Management Policy and 
responsible for providing assurance to the Board that information risk is managed 
appropriately across the organisation. The Trust’s SIRO is the Director of IM&T. 
 
Guidance issued from Connecting for Health on the responsibilities of a SIRO is 
included in Appendix A 

 

 
 

2.2. Information Assets Owners (IAO) 
 

 

The IAO is the senior individual responsible for the information asset who can 
provide assurance to the SIRO on the confidentiality, availability and integrity of 
that asset. For example, the Head of Service, IM&T is the IAO for UHL’s network. 
 
Guidance issued from Connecting for Health on the responsibilities of IAOs is 
included in Appendix 1. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

3 Information Security Policy (A10/2003) 
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3. Information Risk Management Organisational Arrangements 
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4. Information assets 
 

 
 

Information assets are those assets which hold, process or support the delivery 
of information and come in many shape and forms, for example, databases, 
policies, air conditioning (for computer rooms), procedures, contracts, networking 
equipment etc. 

 

 
 

4.1. Scope of the information assets being risk assessed 
 
Following DoH guidance4, information risk management will actively focus on 
information assets that support personal information about staff or data, or are 
essential to the running of the Trust, e.g. the Finance system or connections to 
the NHS network (essential for authorising smartcards). 
 
The information assets will be identified, prioritised and  (See 4.2) included in the 
scope of the information risk management system. 
 
Whilst corporate records may contain valuable information, a separate initiative 
will address governance requirements. Oversight of progress will be visible (at 
Trust level) through Information Governance Toolkit compliance. 

 

 
 

4.2. Prioritisation of assets in the information risk management system 
 

 

The Trust Operational Group will be asked annually (by the SIRO) to confirm the 
Trust’s key information assets and the prioritisation of those assets. This will 
determine the focus for formal information risk management. 
 
Once established the list will also act as the basis for IT Disaster Recovery 
Planning. 
 
The list (register) of information assets will be included in this document as 
Appendix 2, and may be updated independently of this policy. 

 

 
 
 
 
 
 
 
 
 

4 NHS Information Risk Management; Good Practice Guideline 
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5. Developing the information risk management programme 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
6. Risk methodology 

 

 
 

Risk assessment will be conducted in accordance with the Risk Assessment 
Policy and Procedure5. 
 
Given the breadth of scope of information assets, this document will not specify 
adoption of a formal risk assessment methodology (e.g. CRAMM) or the type of 
risks to be addressed through risk assessment, other than to state that the risks 
which are implicit in the Information Governance Toolkit will be addressed6 

through risk assessment. 
 
 

 
5 Risk assessment policy and procedure (B12/2002) 
6 The Information Governance Toolkit is effectively a set of controls which is intended to cover 
general IT control risks around access control, change control, physical security etc. 
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IM&T will provide information and guidance on threats and controls and will 
support the information risk assessment process. 

 

Whilst the IAOs are responsible for determining that risk is appropriately treated 7 

within the service area, the SIRO will oversee the process and where necessary 
challenge the risk assessment reports received. 

 
 
 
 

7. Risk assessment documentation and records 
 
Documentation on the high level information assets and risk assessment 
requirements (the framework documentation) will be retained by IM&T and will be 
retained for the life of the asset. 
 
Risk assessments must be recorded. 
 
Where regular risk assessment is undertaken, one prior copy of the risk 
assessment must be retained. 
 
Where the risk documentation is generated as part of another process, the 
relevant retention period will apply8. 
 
The Information Asset Owner is responsible for retaining the risk documentation 
and determining the actual retention period based on this policy. 

 
 
 
 

8. Working with partners 
 

 
 

Where information is being shared between partners to the Leicestershire Wide 
Information Sharing Protocol, a data exchange agreement will be written to 
provide assurance over the security and safety of Trust information. 
 
The NHS is producing a risk assessment tool “Managing Risk When Outsourcing 
Services”. 
 
“This toolkit is principally intended for NHS bodies ("NHS") contemplating 
arrangements which involve information being made available to third parties 
outside the NHS. In this toolkit, the term "disclosure" (or "disclose", 
"disclosing" or "disclosed") is used as a wide concept and includes (without 
limitation) making information available by transferring information, whether in 
paper form or electronically, disclosing information such that another party can 

 
 

7 “Accepted, transferred, treated or terminated” – Risk assessment policy and procedure (B12/2002) 
8 Retention of Records Policy 
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process or store such information and providing remote or direct access to 
information whether on site or remotely.” 
 
Information in this context applies to all data, not only personal data. 
 
UHL holds a draft copy of this document which must be used to provide 
assurance over the security and safety of Trust information9 when services of 
third parties are used. 

 
 
 
 

9. New initiatives 
 
New initiatives which are driven through the business planning process will be 
subject to a privacy impact assessment to highlight risks to personal data. This 
will be built into the planning process. For more information see the Data 
Protection Policy10. 

 
 
 
 
 
10. Awareness and training 
 
Risk management has been in place within UHL for a number of years and staff 
are aware of the principles. 
 
Information asset owners and relevant staff identified through the risk 
management process will informed of the Connecting for Health provided 
computer based training on the subject. 

 
 
 
 

11. Audit and monitoring 
 
The process of managing information risk is subject to self assessment by the 
Trust as part of the annual Information Governance Toolkit return. A subset of 
the Toolkit return, including information risk management, forms the annual 
Statement of Compliance whereby the Trust confirms it meets an acceptable 
standard to connect to the NHS network. Internal Audit reviews the Trust’s 
information risk management arrangements annually to ensure evidence exists 
to support the returns. 

 
 
 
 
 

 
9 Until such time as the NHS officially releases the document. 
10 Data Protection Policy (A6/2003) 
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12. Related documents 
 

 
 

Risk Assessment Policy and Procedure 
NHS Information Risk Management; Good Practice Guideline 
Procedure for managing Information Governance SUIs 
Information Security Policy 
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Appendix 1 
 

 
 

Guidance for NHS Senior Information Risk Owners 
 

 

Background 
The establishment of the role, Senior Information Risk Owner (SIRO) within NHS 
organisations is one of several NHS Information Governance (IG) measures 
needed to strengthen information assurance controls for NHS information assets. 
These new arrangements are consistent with requirements introduced by  
Cabinet Office for Departments resulting from the data handling review in 
Government. 
 
Role 
The NHS SIRO should be a member of the Trust Board, or of an equivalent level 
within NHS organisations without Boards, who has allocated lead responsibility to 
ensure organisational information risk is properly identified, managed and that 
appropriate assurance mechanisms exist. Responsibilities of the SIRO may be in 
addition to other job responsibilities and to avoid confusion should be identified 
clearly within the role-holder’s job description. The SIRO’s responsibilities can be 
summarised as: 
 

• Leading and fostering a culture that values, protects and uses information 
for the success of the organisation and benefit of its customers 

 
• Owning the organisation’s overall information risk policy and risk 

assessment processes and ensuring they are implemented consistently by 
IAOs 

• Advising the Chief Executive or relevant accounting officer on the 
information risk aspects of his/her statement on internal controls 

• Owning the organisation’s information incident management framework 
 
NHS organisations should ensure their appointed SIRO possesses the 
necessary knowledge and skills to undertake their role effectively and to provide 
periodic evidenced statements of information assurance to their organisation’s 
accounting officer for the annual Statement of Internal Control. The SIRO should 
undertake information risk management training at least annually to be able to 
demonstrate their skills and capabilities are up to date and relevant to the needs 
of the organisation. 
 
The following table explores the functions and responsibilities that are 
appropriate to all NHS SIROs in greater detail. 
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Lead and foster a culture that values, protects and uses information for 
the success of the organisation and benefit of its customers 
Responsibilities: 
• to ensure the Organisation has a plan to achieve and monitor the right NHS IG 

culture, across the Organisation and with its business partners 
• to take visible steps to support and participate in that plan (including completing 

own training) 
• to maintain sufficient knowledge and experience of the organisation’s business 

goals with particular emphasis on the use of and dependency upon internal and 
external information assets 

• to ensure the Organisation has Information Asset Owners (IAOs) who understand 
their roles and are supported by the information risk management specialists that 
they need 

• to initiate and oversee an information risk awareness / training programme of 
work to communicate importance and maintain impetus 

• to ensure that good information governance assurance practice is shared within 
the organisation and to learn from good practice developed and practiced within 
other NHS organisations locally and nationally 

Own the organisation’s overall information risk policy and risk 
assessment processes and ensure they are implemented consistently by 
IAOs. 

Responsibilities: 
• to act as the focal point for information risk management in the organisation 

including resolution of any pan-organisation or other escalated risk issues raised 
by Information Asset Owners, Information Security Officers, Auditors etc 

• to develop and implement an IG Information Risk Policy that is appropriate to all 
departments of the organisation and their uses of information setting out how 
compliance will be monitored 

• to initiate and oversee a comprehensive programme of work that identifies, 
prioritises and addresses NHS IG risk and systems’ accreditation for all parts of 
the organisation, with particular regard to information systems that process 
personal data 

• to ensure that Privacy Impact Assessments are carried out on all new projects 
when required in accordance with the guidance provided by the Information 
Commissioner 

• to review all key information risks of the organisation on a quarterly basis and 
ensure that mitigation plans are robust 

• to ensure that NHS IG Policy, information risk management method and 
standards are documented, applied and maintained consistently throughout the 
organisation’s information governance risk assessment and management 
framework 

• to ensure that information risk assessment is completed on a quarterly basis 
taking account of extant NHS Information Governance guidance 

• to understand the information risks faced by the organisation and its business 
partners ensuring that they are addressed, and that they inform investment 
decisions including outsourcing 

• to ensure that information risk assessment and mitigating actions taken benefit 
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from an adequate level of independent scrutiny 

Advise the accounting officer on the management of information risk 
and provide assurance 
Responsibilities: 
• to ensure routine meetings are established with the organisation’s Chief Executive 

or Accounting Officer to brief, discuss or report upon matters on information 
governance risk assurance and information risk culture affecting the organisation, 
including input to the annual NHS IG reporting processes 

• to sign off an annual assessment of performance, including material from the 
IAOs and specialists, covering NHS Information Governance reporting 
requirements. 

 

Own the organisation’s information incident management framework 
Responsibilities: 
• to ensure that the organisation has implemented an effective information incident 

management and response capability that supports the sharing of lessons learned 
• to ensure that there is a considered and agreed IG incident response and 

communications plan available, including the reporting of ‘perceived’ or ‘actual’ 
Information Governance Serious Untoward Incidents (IG SUIs). 

• to ensure that the organisation’s management, investigation and reporting of IG 
SUIs conforms to national guidance and does not conflict with the organisation’s 
policies and procedures for non-IG SUIs (e.g. clinical incidents) 
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Guidance for NHS Information Asset Owners 
 

 

Background 
Information Asset Owners (IAO) have been required for a number of years for 
those organisations that have been working with the NHS Information 
Governance Toolkit (IGT). This guidance builds upon the existing guidance on 
the management of information assets provided in the IGT in order to 
strengthen information assurance controls for NHS information assets. These 
arrangements are consistent with requirements introduced by Cabinet Office 
for Departments resulting from the data handling review in Government. 
 
Role 
Information Asset Owners are directly accountable to the SIRO and must 
provide assurance that information risk is being managed effectively in 
respect of the information assets that they ‘own’. It is important to distinguish 
IAOs from those staff who have been assigned responsibility for day to day 
management of information risk on behalf of the IAOs, but are not directly 
accountable to the SIRO. The SIRO/IAO hierarchy identifies accountability 
and authority to effect change where required to mitigate identified risk. 

 
IAOs are responsible for: 
 

• Leading and fostering a culture that values, protects and uses 
information for the success of the organisation and benefit of its 
customers 

 
• Knowing what information comprises or is associated with the asset, 

and understands the nature and justification of information flows to and 
from the asset 

 
• Knowing who has access to the asset and why, whether it be system or 

information to ensure access is monitored and compliant with policy 
 

• Understanding and addressing risks to the asset, and providing 
assurance to the SIRO 

 
NHS organisations need to ensure that their IAOs possess the necessary 
support, knowledge and skills to undertake their role effectively and to provide 
periodic evidenced statements of information assurance to their SIRO. The 
IAO should undertake information risk management training at least annually 
to be able to demonstrate their skills and capabilities are up to date and 
relevant to the needs of the organisation. 
The following table explores the functions and responsibilities that are 
appropriate to all NHS IAOs in greater detail. 
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Aspect of IAO Role Responsibilities 

Lead and foster a culture that values, 
protects and uses information for the 
success of the organisation and benefit 
of its customers 

• to understand the Organisation’s 
plans to achieve and monitor the 
right NHS IG culture, across the 
Organisation and with its 
business partners; 

• to take visible steps to support 
and participate in that plan 
(including completing own 
training) 

• to ensure that staff understand  
the importance of effective 
information governance and 
receive appropriate education and 
training 

• to consider whether better use of 
any information held is possible, 
within applicable information 
governance rules, or where 
information is no longer required 

Knows what information the asset 
holds, and what enters and leaves it 
and why 

• to maintain an understanding of 
‘owned’ assets and how they are 
used 

• to approve and minimise 
information transfers while 
achieving business purposes 

• to approve arrangements where it 
is necessary for information to be 
put onto portable or removable 
media like laptops and CD-Rom 
and ensure information is 
effectively protected to NHS 
information governance standards 

• to approve the information 
disposal mechanisms for the 
asset 

Knows who has access and why, and 
ensures their use is monitored and 
compliant with policy 

• to understand the organisation’s 
policies on the use of information 
and the management of 
information risk 

• to ensure decisions on access to 
information assets are taken in 
accordance with NHS information 
governance good practice and the 
policies of the organisation 

• to ensure that access provided to 
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  an asset is the minimum 
necessary to satisfy business 
objectives 

• to ensure that the use of the asset 
is checked regularly and that use 
remains in line with policy 

Understands and addresses risks to the 
asset, and provides assurance to the 
SIRO 

• to seek advice from information 
governance subject matter 
experts when reviewing 
information risk 

• to conduct Privacy Impact 
Assessments for all new projects 
that meet the criteria specified by 
the Information Commissioner 

• to undertake quarterly risk 
assessment reviews for all 
‘owned’ information assets in 
accordance with NHS 
Information Governance 
guidance and report to the SIRO, 
ensuring that information risks 
are identified, documented and 
addressed 

• to escalate risks to the SIRO 
where appropriate and to make 
the case where necessary for 
new investment to secure 
‘owned’ assets 

• to provide an annual written 
assessment to the SIRO for all 
assets ‘owned’ by them 
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Appendix 2 Information Assets –  Example only – work in progress 
 

Objective: Develop a list of information assets which will underpin formal risk 
management and IT disaster recovery. 

 
Method 

 
IM&T identify a list of high level Trust assets. 

Assign priority. 

Seek input from clinical IT leads 
 

Present to Ops Group / GMs to challenge. 

Agreement of priorities 

Verification of priorities on an annual basis 
 

Assumptions 
 

The asset list will be of a level which will enable Senior Management approval 
and the complex inter relationships between systems will be considered as 
part of the risk assessment. 

 
The process is iterative and more detailed risks will be driven out through the 
process in the future. 

 
The process will be subject to development. 

 
Detailed asset registers will be maintained elsewhere. 

 
Note. The impact areas defined below are intentionally blunt as the primary 
requirement is to begin a process. More detailed impact assessment criteria 
can be developed as part of disaster recovery plans. 

 
Impacts 

 
Patient Safety Direct impact e.g. issuing 

drugs 
Reputation Impacts public confidence 

UHL Clinical 
care 

e.g. information not 
available, urgent 
appointments cancelled 

Targets Inability to achieve 
reporting targets 

Used by GPs Asset supports GPs Economic loss Direct loss – not including 
recovery costs 

Used by the 
community 

Asset supports the 
Community 

Statutory duty Failure to comply with 
statutory duty 
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Priorities 
Tier 1 – vital 
Tier 2 – important 
Tier 3 -  other systems 
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Asset Owner Impact priority 
    Patient 

safety 
UHL 
Clinical 
care 

Used 
By 
GPs 

Used 
By 
Community
/satellites 

Reputation Targets Economic 
loss 

Statutory 
Duty 

 

Network 
includes hubs and 
routers 
Underpins the service 

IM&T Y Y Y Y Y Y Y Y 1 

Desktop/Laptops PCs IM&T Y 3 
Servers 
Includes VMware/ SAN 

IM&T Y Y Y Y Y Y Y Y 1 

Telephones including 
IP telephony 

IM&T Y Y Y Y Y 1 

Medical Records 
Risk managed through 
CQC/NHSLA 

                   

TrackIT/Medical 
Records Casenotes 

Medical 
Records 

Y Y   Y Y Y Y Y 1 

Backup media and 
Backup application , 
including the CAS, 
(archives PACs, 
retininopathy images 
and enterprise vault) 

IM&T Y Y Y Y Y Y 2 

Integration 
Engine/Data 
Warehouse/Business 
Objects/ server IDT 

IM&T Y Y Y Y Y Y Y Y 1 
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Asset Owner Impact priority 
    Patient 

safety 
UHL 
Clinical 
care 

Used 
By 
GPs 

Used 
By 
Community
/satellites 

Reputation Targets Economic 
loss 

Statutory 
Duty 

 

APEX / BAPEX 
(Blood Bank)-& 
Pathosys 

Path Y Y Y Y Y Y Y Y 1 

 


